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What will I cover today?

Peer reviewed paper: James, S., Harbron, C., Branson, J. Sundler, M. Synthetic data use: exploring use cases to optimise data utility. Discov Artif Intell 1, 15 (2021).
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The

‘Synthetic data is data generated by simulation, based upon and
mirroring properties of an original dataset.’

Uses of

7 key use cases we will explore from a pharmaceutical context that
will demonstrate the utility of synthetic data

Techniques to
There are various methods to mask personal data, including

anonymization and data synthesis.

Methods to

The different methods to produce synthetic data, which can be a

combination, such as embedding or GAN.

Application of

The measurement, check and balance on the effectiveness and
quality of synthetic data generation.

Consideration of the
The considerations specifically for the pharma industry, although this

may transfer to other industries also where sensitive data is a

consideration.


https://doi.org/10.1007/s44163-021-00016-y

By 2030, synthetic data will completely
overshadow real data in Al models
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Onboarding and /

development Unlimited sample sizes of
data- performance of the
model. Removes sampling
variability that can happen

with a small dataset.

‘Cross- pollination of
innovation’ via
hackathons

Uses of synthetic data
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Software
testing

Improve under-sampling
where a model may not
perform well in a sub-
population- boosting
performance and generate an

inclusive and fair model /

-

Data product, data
pipeline, data
engineering, working
across different data
types- enable
integration.
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Learning

GDPR fine in Norway.
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Not just vendors....
But before purchasing
large datasets in,
having the ability to
sample the datasets
to check it fits needs
before contractual
engagements begin

o

‘ assessment

Storage limitation,

/l\/ledicines and Healthcare
products Regulatory Agency

(MHRA) - CPRD real world

evidence generated ‘high-fidelity
synthetic data sets’

Simulacrum — imitates data held
by Public Health England’s Cancer
Registry

(Integraal Kankercentrum
Nederland) announced the first
release of a synthetic version of
the Netherlands Cancer Registry-

software development/ explore
analysis methods /

e Ease of internal
sharing

lengthen retention -
through synthetic
data use
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https://www.cprd.com/content/synthetic-data
https://healthdatainsight.org.uk/project/the-simulacrum/
https://iknl.nl/nieuws/2021/synthetische-data-nkr-beschikbaar-voor-onderzoeker

Request form for CPRD database

What is your intended purpose for accessing the synthetic data? Please tick all that apply. Note:

Training of machine learning algorithms L Training

Testing/validation of machine learning algorithms

* Testing

Developing, populating or testing models

Methodological research * Machine Iearning

Sample size boosting

* Sample size boosting

Feasibility counts

To support requlatory submissions ° Support regulatory submissions

Building medical software applications

Trend simulationfanalysis

Sample dataset to understand CPRD Ayrum data structure and utility

Data management teaching/training resource
Develop/validate/test analytics tools for use with CPRD Aurum,

Improve bespoke CPRD Aurum application interfaces/algorithms Synthetlc datasets are owned by the Medicines

Develop machine learning workflows for application to anonymised CPRD Aurum, data and Healthca re prOdUCtS Regulato ry Agency
Other (please state below) (M H RA)




Common techniques adopted to mask data

Unmasked patient data
Real patient data contains sensitive health data which is Names and personal information removed or encrypted
subject to GDPR which is subject to GDPR- must have a
Jill Olive Sara Jack #001 #002 #003 #004 #005
25 years 42 years 31 years 62 years 50 years 25 years 42 years 31 years 62 years 50 years

Aggregation and statistics: sanitation applied to remove Artificially generated patients, excluded from GDPR
personally identifiable information, excluded from GDPR

P®EeEE @O@@® @

N=<11 Steven George Molly Caroline
Age range= 32 years 21 years 57 years 44 years 64 years
21-65
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Methods to produce synthetic data

Uses two neural networks to Uses a generator and This method synthesizes
help generate data. Neural discriminator. The discriminator datasets variable by
networks are encoder and attempts to figure out what variable. The more
decoder. There is a need to records are real which is variables in a dataset, the
train the two networks to produced by the generator. The more the sequence of the
encode and decode the data. generator and discriminator are variables will need to be
The outcome provides trained over time. This provides a optimized
synthetic data propensity score. This is a

machine learning/ deep learning

method.

More methods exist e.g. tree based or copula based methods, one or several methods can be used and combined

to produce a synthetic dataset. There would be a requirement to detail the methods used.

James, S., Harbron, C., Branson, J. et al. Synthetic data use: exploring use cases to optimise data utility. Discov Artif Intell 1, 15 (2021). https://doi.org/10.1007/s44163-021-00016-y



Utility measurements/ parameters

Distribution
comparison

Measures the distribution comparison
between the real and synthetic data to
measure representation per variable

Distinguishability

A measure which tries to
determine in the model
developed, whether the data
is real or synthetic.

0 = perfect synthesis 1 =
easily identified

-

Hellinger
distance

Measures the distance between the
real dataset and the synthetic data.
0 = equal, 1 = farapart

Area under the receiver operating characteristic
(AUROC)

Determines the discrimination in the dataset.
ROC measures the probability and AUC
measures the degree of separability between the
real and synthetic dataset. The higher the AUC
the better the model is at distinguishing between
patients with the disease and no disease

Prediction
accuracy

Provides a comparison of future
modelling and prediction, comparing
machine learning models used on
real data versus the synthetic dataset

Lots in the literature
And others!
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The considerations

The over-arching consideration is to ensure the characteristics between the

original and synthetic data set are comparable

Tiers of synthetic data

+ Tiered approach towards synthetic data, where lower fidelity datasets can be

produced for certain use cases.

Technical and organizational measures
+ Business processes and skilled individuals to avoid pitfalls when using
synthetic data such as under/over-fitting models.

+ Bridge the gap between privacy and utility of the data. This is a specialised

skillset which is likely to need several different departments within an
organisation.
+ Industry and regulatory acceptance.

* Privacy assurance assessment/report: data protection by design approach.

Production considerations

- Effort and potential expense in producing representative synthetic data.

+ Scientific and medical acceptance- could be used for de-centralised trials, to
enlarge the overall cohort size. Aid recruitment in under-represented
regions/populations to increase trial diversity as an example. Identification of
vulnerabilities in trial design.

+ Agreed industry standards towards synthetic data, industry come together and

create a central repository/ mechanisms for synthetic data sharing.
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Data Protection 1n the Data Lifecycle: Business Processes

Principle: TRUST

Policy enforcement A Principle: Findable
Logs and auditing @

Accountability [

framework
Principle: Principle: Accessible

Privacy by design
A Data access

Federation

Data
@ Accountability
MR Roles &
06 Reuse of Responsibilities
data

Principle: Reusable Q Archival of Storage

data and
05 security

CELE] @ Encryption In-transit

04 . at Rest
' Data Sovereignty

‘Application access

Principle: Interoperable



Remember where
we began...
Gartner:

‘Synthetic data
will overshadow
using real data in

Al and models'

)

2030

What do you think?

Will synthetic data
overshadow the use of real
data?
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Confidentiality Notice

This file is private and may contain confidential and proprietary information. If you have received this file in error, please notify us and remove
it from your system and note that you must not copy, distribute or take any action in reliance on it. Any unauthorized use or disclosure of the

contents of this file is not permitted and may be unlawful. AstraZeneca PLC, 1 Francis Crick Avenue, Cambridge Biomedical Campus,
Cambridge, CB2 0AA, UK, T: +44(0)203 749 5000, www.astrazeneca.com
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